E FormSavvy

Architecture and data flow

This page describes how FormSavvy for Salesforce works: its components, where each runs,
how data moves between them, and the control at every trust boundary. It is written for
security reviewers and for customers' security and IT teams.
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Summary

FormSavvy is a form builder that is native to Salesforce. It is a managed package of Apex, Lightning Web Components, Visualforce pages,
and static resources, installed into the customer’s own org. Admins build forms in a Lightning app; anonymous visitors fill them in on the
customer’s Salesforce Site or Experience Cloud site; each submission becomes a record on the customer’s own object.
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How FormSavvy works

The life of a form, from design to results, and where each kind of data is kept.
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Figure 1
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YOUR SALESFORCE ORG OPTIONAL SERVICES OUTSIDE SALESFORCE
Everything FormSavvy stores is here, under your security settings Each one can be turned off
B Form design E What visitors submit 1li Operational data © CAPTCHA: Cloudflare Turnstile
e Forms, versions, and the shared field library » Records on your own objects (Lead, Case, o Daily view and completion counts per form ¢ Checks the visitor's browser for bots
* Settings, plugins, and labels Contact, custom) * Unique visitors as a keyed one-way hash, ¢ Receives no form data
e Al assistant conversations * Uploaded files never an IP
No visitor data e Survey answers on Survey__c e Error logs for admins <> ( )
i R Al features: Anthropic (Claude
Package objects, visible to FormSavvy admins * Details for a chat hand-off Retention you set . p,
) . e Admin-only, started by a click
Your sharing rules apply Old rows are removed automatically X N o
. » Receives form design and aggregate counts, not submissions
Never sent outside Salesforce by FormSavvy
¢ Through the FormSavvy gateway or your own key
& J
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e Admins build and publish; anonymous visitors only ever

see a published form; the custome
acts on the result.
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Figure 1. This is the life of a form, showing where each kind of data is kept.

r's own automation

o Edits happen on a Draft version. The live version
changes only when an admin publishes.



System architecture E FormSavvy

Every component, where it runs, and each connection that crosses a trust boundary. Numbers match the authentication table. Figure 2
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* Runs as the site guest user renderers o Survey_c, 1
* Writes only the fields its Chat_Session__c :
version displays 1 isil N 1
@ F isit * Analytics and visitor counts @ Cloudflare Turnstile :
orm visitor . @ Experience Cloud renderer * Error logs ) challenges. cloudflare. con ]
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Figure 2. These are the components and their trust boundaries. Numbered connections are described in Authentication at each boundary.

e The admin plane (top) runs as the signed-in admin, with e The public plane (middle) runs as the site guest user. e Only connections 3 to 6 leave Salesforce, and each is
sharing and with CRUD and FLS enforced. FormService is the one class both renderers reach. optional or limited to admins.



Public form submission: the server-side pipeline

Both renderers reach one Apex pipeline. Each stage can stop the request; nothing the browser sends is trusted on its own.

@ salesforce Site (classic renderer)
POST /services/apexrest/formsavvy/f

o formjs.js posts to the Apex REST resource
* Runs as the site guest user

REST

v v

@ Experience Cloud renderer
ExperienceController.submitForm
* formRenderer calls Apex over LWR

* Sends a fresh visitor ticket

—— LWR Apex + ticket 4
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Figure 3

© Cloudflare Turnstile

callout:Turnstile/siteverify

siteverify
over TLS

L

* Server-to-server token check

o Secret held in an External Credential

Gate the request
Every POST, both renderers

@ Referrer allowlist

The sending page must be on the
form's Valid Referrers

@ Visitor ticket (Experience Cloud)
HMAC-signed, 10 minutes, issued
by a same-origin frame

© Rate limit

20 per minute per visitor by
default, in Platform Cache

© Honeypot
A bot is flagged, not refused,
so it cannot tell it was caught

Refused

Rate limit, CAPTCHA, referrer
A short refusal message with no
detail about which check failed

.’

Resolve the form
Only live forms are served

@ Subscription active

Otherwise a polite
"not currently available"

© Published and activated
Or a draft with a signed
preview token (8 hours)

© survey token
128-bit, single use, unexpired
for survey responses

@ One "not found" sentence
Unknown, offline, and draft forms
are indistinguishable

Unknown, offline, or draft form
The same "not found" sentence
for every case

> o Verify visitor and values

Server-side, never trusted to JS

(& CAPTCHA

Turnstile siteverify, 5-second
timeout, fails closed

(© Hidden and read-only values
Taken from the form setup, not
the request

© Field validation

Dependencies, blocking rules,
required, patterns, choices

@ Validator plugins and Flows
Customer-defined checks run
last

Invalid values

Per-field messages, the same
checks the browser ran

Write the record
The guest user's field access decides

@ Allowed object

The form's own object; sensitive
objects are never written

© Allowed fields
Displayed by this version AND
createable by the guest user

(© Before-submit hooks
Apex plugins, then Flows

© Insert

Assignment rules apply; optional
reference number FRM-XXXXX-XXXXX

“4-----

Internal errors
Reason and stack trace go to the
Error logs, never the browser

.’

Respond
What the browser gets back

@ After-submit hooks
Apex plugins, Flows, and a
platform event

@ Upload grant
AES-256 encrypted, HMAC-signed,
15 minutes, names the record

© Norecord ids

Message, redirect, and reference
number only

@ Honeypot decoy
A caught bot gets a convincing
reply; nothing is written

Accepted

Record created in the customer org
Confirmation, optional https-only
redirect, then any file uploads

Loading a form (GET) applies the same rules as B: only a published, activated form, a valid preview token, or a valid survey token is served.
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Figure 3. Checks run in this order for a submission from either renderer.

e Every refusal tells the visitor as little as possible.
Unknown, offline, and draft forms all get the same “not
found” sentence; internal reasons go to the Error logs
only.

e Arecord is written only for fields the submitted version e The browser never receives a record id.
displays (the published one, or a draft opened with a
preview token) AND the guest user can create, so the
admin’s guest permissions always decide.



File uploads
A file reaches the right record through a short-lived encrypted grant. The browser never learns the record id.

Visitor's browser Form service Salesforce Files

Either renderer Apex, as the site guest user ContentVersion

1. SUBMIT THE FORM

Submit the form fields
: files are sent separately, afterwards :
@ >
Full pipeline (Figure 3)
* CAPTCHA
e Validation
* Allowed fields only

Insert th'e record
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Figure 4

The new record
On the customer's object

Upload grant, never the record id
AES-256 encrypted, HMAC-signed, expires in 15 minutes

2. UPLOAD EACH FILE

Send the file with the grant

whole, or in 3 MB chunks tagged with an upload session
|

Checked on every file and chunk

* The grant is genuine and unexpired

* File type allowlist and content type

* Size within the limit (9 MB chunked)

* Target record read from the grant only

Store as a ContentVersion
temporary when chunked; one per chunk

: Assemble chunks

e Up to 1.5 MB: at once, in the request
e Larger: a batch job, one file per batch

Link the file to the record
the grant names, and no other

v

3. HOUSEKEEPING :
Abandoned chunks are deleted

* Once older than 24 hours
e The sweep runs at most every 6 hours

Experience Cloud can also use the standard Salesforce file upload component for large files (up to 2 GB);
FormSavvy links those by ContentVersion id only after checking the upload session tag, and never trusts a record id from the browser.

FormSavvy for Salesforce - Architecture and data flow —P Request - =P Response
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Figure 4. Files are tied to the new record by a short-lived encrypted grant, never by an id the browser supplies.



Al features: data flow

Admin-only and click-started. Two provider paths, and exactly what each feature sends.

Admin's browser
Al assistant panel

FormSavvy Al (Apex)
Controller and services

ASK: A CALLOUT STEP, NO DATABASE WRITES

Agent step, on a click
nothing runs on page load
0 >
Gates
* Al enabled setting (kill switch)
« FormSavvy admin permissions
* Access to the credential

E FormSavvy

Figure 5

Form design data
In the customer org

FormSavvy Al gateway
Bundled Al tiers

Anthropic API
Claude models

Read the form design as the admin
object's fields, field library, the Draft

o

>
POST /v1/messages over TLS

Named Credential; tenant token held by Salesforce

Proposed changes
shown as Markdown, never HTML

APPLY: A DATABASE STEP, NO CALLOUT

Run one tool

A 4

Write as the admin, Draft only
user mode; shared fields copied, not edited

Gateway

* Finds the tenant by token hash
 Refuses over allowance (401)
« Stores no prompts or replies

Forward with FormSavvy' key
into the tenant's own workspace

CUSTOMER'S OWN ANTHROPIC KEY INSTEAD

Undo snapshot
« HMAC-signed

WHAT EACH Al FEATURE SENDS
Form builder assistant

Translation The form's own labels and messages to translate
Pattern (regex) helper The admin's description, the field's label and type, any existing pattern
Explain an error, log digest Error log rows. An error message can quote a value a visitor typed

Analytics insights Aggregate view, completion and drop-off counts, and the form structure

Target object's field names and types, the field library, the Draft's layout and settings, the chat so far

>
Reply: text and proposed tool calls
Reply, plus usage headers
used for the allowance meter
o
« An edited snapshot is refused
POST /vi/messages directly over TLS
Named Credential; the customer's key, held by Salesforce; no gateway
————— -'—————————————————————————————-————————————————————————————}‘
N
) Neverread by the Al features
* Records that forms created
* Uploaded files
« Survey answers and chat hand-off data
« The visitor rows behind analytics counts
« Signing keys, tokens, and passwords
Every Al call starts from a click by a signed-in FormSavvy admin. Al can be
switched off org-wide.
J

-
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Figure 5. Al is admin-only, started by a click, and can be switched off for the whole org.

e The agent alternates a callout step with no database
writes and a database step with no callout, so a model
reply is never applied in the same transaction that
fetched it.

e Changes are written as the admin (user mode), to the o
Draft only. A shared field is copied rather than edited,
and Undo uses an HMAC-signed snapshot.

The Al features do not read submitted records. An error
log row can quote a value a visitor typed, which is why
log explanation is listed separately.



Licensing and Al activation

How a customer org receives its license flags and, for bundled Al, a gateway token it collects exactly once.

FormSavvy publisher Salesforce
License Management org Feature Management Cloudflare Worker
PROVISIONING, BY THE PUBLISHER

Mint a tenant token
* Keep only its SHA-256 hash

Register the tenant
token hash, workspace, tier; admin secret

©
°

A 4

Stage the token for one collection
org id, token, and nonce; expires in 12 hours

Set Feature Parameters
tier, subscription, Al provisioned, nonces

A 4

Deliver to the customer org
read only to the subscriber

FormSavvy Al gateway Customer org
FormSavvy package

ACTIVATION, ONE CLICK BY THE CUSTOMER ADMIN

Checked before anything is sent

* Al provisioned and a nonce present
* Customize Application permission
* Access to the credential

POST /collect over TLS

org id and nonce; no other credential
‘&
<

One-shot collection
* A wrong nonce gets the same 404
* Repeated failures lock the source out

Tenant token, once
the staged copy is deleted

Store and switch

* Token saved in an External Credential
* Al provider set to the gateway

EVERY Al REQUEST AFTERWARDS (FIGURE 5)

x-api-key: the tenant token
held by Salesforce, never shown to anyone

il

Reply with usage headers

Hourly usage check
allowance warnings, trial ends, revocation

The publisher org and the gateway are operated by FormRuntime; neither installs anything in the customer org. Revoking a tenant at the gateway
stops bundled Al at once; the rest of FormSavvy is unaffected. A customer using their own Anthropic key never contacts the gateway.

FormSavvy for Salesforce - Architecture and data flow — Over the internet, TLS — Salesforce platform channel — Inside the customer org
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Figure 6

Customer admin
Signed in to Salesforce

over the allowance: 407, shown as an allowance message

o
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Figure 6. License flags arrive as Feature Parameters; the bundled Al token is collected once, on an admin’s click.



Data storage information

Every object FormSavvy writes, grouped by the kind of data it holds. All of it is in the customer org.
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Figure 7
FORM DESIGN WHAT VISITORS SUBMIT OPERATIONAL
Configuration only; no visitor data Personal data can live here Counts and logs, with retention the admin sets
E Form_Definition__c B Customer's own records it Analytics__c
T Aform; Form_Id_c is the public form id in the link * Lead, Case, Contact, or any object a form targets  Daily views and submissions per form
* Org default: Public Read/Write * Customer's sharing; guest Create granted by the admin * Private
1l Field_Analytics__c
MD « Per-field engagement counts, opt-in per form
. A . ) e Private
B Form_Config_Version__c [\ ContentVersion (Files)
o Draft, Published, or Archived layout and settings * Uploaded files and signatures .
o Master-detail to the form; sharing from the form  Linked only to the record an upload grant names il Visitor__c
¢ Keyed hash of IP and date, never the IP
e Private
1
* references by id
3¢ Error_Log__c
B Form_Field_c [E survey_c « Errors for admins; a message can quote a value
D ¢ Shared field library; versions list field ids * Single-use 128-bit token, expiry, and the answers o Private
e Org default: Public Read/Write * Private; token fields read only to admins
~N
SECRETS
Not readable by customer code, admins, or the guest
4> Al_Chat_Session__c [J Chat_Session__c
* Admin conversations with the Al assistant * Random session key; form values for a chat hand-off o“ Secret__c
o Master-detail to the form; 90-day retention  Private; a visitor reaches it only with its key ¢ Protected custom setting: the org-unique random key
¢ Per-purpose signing keys are derived from it
of Setup_Key__mdt
%¢ Custom metadata types 7. Platform events * Protected custom metadata: the setup app's JWT signing key
o Settings, plugins and hooks, Al provider, custom field types * Published for the customer’s own automation:
¢ Deployed configuration, no record data Submission_Complete__e
Validation_Failed__e .
& External Credentials
e Turnstile secret, Al key, or gateway token
» Stored and encrypted by Salesforce
(. J

FormSavvy for Salesforce - Architecture and data flow
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Figure 7. Every object FormSavvy writes is grouped by the kind of data it holds.



Authentication at each boundary

Numbers match the connections in Figure 2. Rows A and B are calls the org makes to its own Salesforce API.

#

Connection

Admin to Salesforce

Visitor to the public
site

Visitor's browser to
Cloudflare Turnstile

Org to Turnstile
siteverify

Org to the Al
provider

Admin’'s browser to
the documentation
site

Publisher to the
customer org

Authentication and authorization

Salesforce login, under the customer’s own SSO and MFA policy.
Access comes from the Form_Admins permission set group.

Anonymous site guest user. Form_Guest grants Apex classes and
pages only, with no object permissions. Object and field access
comes from a separate permission set the admin syncs from
published and draft forms, never including sensitive objects.

None needed: the public Turnstile site key identifies the widget.

Named Credential Turnstile ; the secret key is in an External
Credential.

Named Credential AI_Gateway with a per-tenant token, or

Anthropic with the customer’s own key. Both secrets are in External
Credentials, held by Salesforce. The one-time token collection uses
AI_Gateway_Collect with a single-use nonce.

None: public pages.

Salesforce Feature Management: Feature Parameters set by the
License Management org and delivered by Salesforce.

Further controls

Admin Apex controllers run with sharing and enforce CRUD
and FLS ( WITH USER_MODE ). Admin-authored HTML is sanitized
with DOMPurify before it is rendered.

Valid Referrers allowlist, per-visitor rate limit, CAPTCHA,
honeypot. Experience Cloud requests carry an HMAC-signed
visitor ticket (10 minutes). Preview tokens are HMAC-signed (8
hours); survey tokens are 128-bit and single-use.

The widget loads only inside the isolated same-origin

TurnstileFrame frame, never in the form page. The frame
talks to the form by postMessage restricted to the page's own
origin.

TLS; 5-second timeout; a failed or unreachable check refuses
the submission.

Admin-only and click-started; org-wide Kkill switch. The
gateway hashes the token to find the tenant, enforces the
allowance, rebuilds headers, and stores no prompts or replies.

Loaded in a sandboxed iframe that cannot navigate or reach
the Salesforce page. No org data is sent.

Read only in the customer org. Nothing from the publisher org
is installed in the customer org.



# Connection

A  Setup automation to
the org's own API

B  Setup Assistant
checks

Authentication and authorization

The packaged FormSavvy Setup External Client App: a JWT bearer
exchange at the org's own token endpoint, as the signed-in admin,
with OAuth scopes Api and RefreshToken . The signing key is
protected custom metadata. The access token is never stored.

Metadata API reads with the admin’s session, a supported use under
Salesforce's guidance on session IDs.

External endpoints

Further controls

The admin must pre-authorize the app and hold Customize
Application. Every action runs only after a confirmation.
Changes to org settings FormSavvy does not own remain
guided steps the admin performs.

Read operations only ( listMetadata , readMetadata ,

checkDeployStatus ) to the org's own domain. The session id is
never logged, stored, returned to a browser, or sent off the
org.

This table lists every host outside the customer’s Salesforce org that FormSavvy code or pages contact.

Host

challenges.cloudflare.com

ai-

gateway.getformsavvy.com

api.anthropic.com

www . getformsavvy.com

Called from Purpose Data sent

Visitor's browser (CSP Trusted Turnstile CAPTCHA widget and token The browser challenge; the Turnstile token and

Site) and Apex (Named verification secret. No form data.

Credential)

Apex (Named Credentials) Bundled Al tiers: metered proxy to The Al request content listed in Figure 5; for
Anthropic; one-time token collection collection, the org id and nonce only.

Apex (Named Credential), only Claude models The Al request content listed in Figure 5.

with the customer’s own key

Admin's browser (CSP Trusted Product documentation
Site), sandboxed iframe

No org data. The documentation pages count views
with Cloudflare Web Analytics, which sets no
cookies.

Chat hand-off loads Salesforce's own Messaging for Web script from the customer’s Salesforce site host; FormSavvy allows only Salesforce site hosts or the
page's own origin. Plugins the customer writes run the customer’s own Apex, under the customer’s Remote Site and Named Credential settings.



Security controls in brief
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Signed and encrypted Server-owned values No ids, no internals Sanitized HTML

tokens Hidden and read-only field values No record id reaches the browser All admin-authored HTML passes
Preview (8 h), visitor ticket (10 come from the form setup. A link or a JavaScript plugin. Error detail through DOMPurify, one

min), upload grant (AES-256 and can set one only when the admin goes to the Error logs, never to a configuration shared by both
HMAC, 15 min), and Al undo marked that field as link-settable. visitor. renderers and the builder.

snapshots all use keys derived
per purpose from an org-unique
random key in a protected custom

setting.

Injection-safe queries https-only redirects Bounded telemetry Retention

Queries are static, with bind The post-submit redirect is Analytics beacons and browser Analytics, logs, and Al

variables; dynamic object names checked where it is served and error logs have their own per- conversations are removed
come from a describe-based again in both renderers. visitor limit and never count automatically after the period the

allowlist, never from request input. against the submission limit. admin sets.



